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Business Process Enactment on Blockchain




Business Processes on Blockchain i Motivation TUTI

Integration of business processes across organizations: a key

driver of productivity gains
Collaborative process execution
ADoable when there is trust i supply chains can be tightly

integrated
A Problematic when involved organizations have a lack of trust in

each other
A if 3+ parties should collaborate, where to execute the process

that ties them together?
- Can any participant be trusted with operating an authoritative

database?
Cross-organizational processes: by now a common use case for

blockchain applications




Motivation: example for collaborative business TUm
process

receive receive provide provide
& order request details waybill
o
Prepare
Issues: 5 @ @ @
- Knowing the : :
status, tracking : : : :
correct_ receive : s . . : deliver
execution g | order : = order
- Handiing 5 @ (O = S E—
© (1]
ayments =) ©
pay X s - forward order hg_ receive  request receive receive
- Resolving : order transport A order details details waybill
conflicts :
. . report
o receive . ' staprt of deliver
3 order N production product
&
=)
c
©
= - place receive '
. order order .
O AV AV
x G
EH




Original Approach (BPM 2016) in a Nutshell TN

Goal: execute collaborative business processes as smart

contracts on blockchain
- Translate (enriched) BPMN process models to smart contract code

A Model-driven engineering (MDE)
- Triggers act as bridge between Enterprise world and blockchain

1 - Smart contract provides:

- Independent, global process monitoring

- Process enforcement: messages are only accepted if they are expected, given the
state of the process, and only if sent from the participant playing the respective role

- Automatic payments & escrow

- Data transformation




Extensions from the base approach

Optimized execution:
Process reduction based on
Petri Net representation,
spaceoptimized encoding using
bit vectors

MDE for smart contraebased
process implementation: Lorikeet

BPMS execution engine
on blockchain: Caterpillar

Code generation vs. interpretation
and different modelling styles

N

Combining process and data/token
models

TUTI

Transparency vs. confidentiality:

not allor-nothing

- Off-chain storage + ABE:
Attribute-Based Encryption
-Ga2RSt O02YYAlYSyli

Dynamic role assignment:

- Policies specify who gets to
propose changes, who votes on
proposals andjuora

Controlled flexibility:

- Changes to process
implementations, e.g., replacing
subprocesses

- Policies as per above



Combining process and data/token models
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SLR & Taxonomy: process execution on blockchain

Model Support

is capable of-
|

Blockchain-Based Enactment

guarantees
I
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Enforcement
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Cost on Public Ethereum
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cost-effectiveness of
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Process mining for blockchain apps




Process Mining / Analytics TN

Process mining can be used to understand how users / clients and software interact

A Also for blockchain applications

But: understanding log data from blockchain is hard

A Example: which timestamp to use for a given transaction?

Our approach: develop tools (BlockXES / ELF / BLF) to extract

data from blockchain applications, a.o. for process mining

ACan be used on any blockchain application, designed with or without process-awareness

AELF adds logging capability

ABLF extends the scope to make the tool blockchain-independent; plugins for Ethereum and
Hyperledger Fabric implemented, more to come
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ELF Overview
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Augur case study [9] TN

Augur is a prediction and betting marketplace on public Ethereum BC
AExampl e market: nwi | | Donal d Trump win
We looked at ~2700 markets (~22k events) created on Augur v1.0

One discovered process model (unfiltered):

Creation — Initial " Dispute
Trading report handling Settlement

Process Mining analyses we performed:
AExploration

AProcess Discovery

AConformance Checking
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Timing patterns
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