1 "
A RETY
Ty
(1]
i
]
TR L
SR RLLLE
TLAL
|||ll

S A I P R S-S
//' .a,———’:la:::::_ :-_ e - - --
L .4"--’— - - -
p P o ,:r”—"',' - = = =
”::"I/”'f” e -’ - = - - @M @ = = = e
S~ e P - - - e = m = om o~
,;:""ﬂ’:"‘;”- = “ o - - e W m AR
e P - - -~ - = = - NN
A7 ~ ol Il B '-' - am W W = W moOom ™
Iy 'y P . -~ - - - - . e m o
iy -“I'/. » - - = - - - - - - - - -m e = - -
B A, -, - gy - - - B W W O O = m O Om Om
G, P e r & p- - m =~
ﬂfl:’,'//" '_,’ ”‘ ‘. - - - - - - - - - = -
.(,::’,’/,”/’l" "1’.1 L ------ - . m m = - om
i 'fr,,-; “w " m ’t w - ” - = - ¥ - - - - - = - .- mom ‘“‘
”"1"1"'/’!’/‘1""""" - - - m W == - et
o, , -
o‘:»,f’_,’/!,’.r"/‘ t’ ”’i""“.. - - - m m = - . - \\‘\ \\\.‘\.
) e A - P s - - = ¢ - - . W N
’,,’_/’.’ ’, f’ l‘ I’ - pe s - - - - - - P —— - = - - . ~ O 8
’/(,’f,’l,l’ I’t“” - = P e - - = \\\\‘\‘y‘
L VLR B - - - = N
’/’I’t‘ r - . - - = - - - = . &,
I RN W N - - - - NS
”.’/l,"l " " " -‘- '.-. - \\\\Q\\;.‘\
” 2 = B3
”I’lll"ﬂ " .‘- ..' -.-- \\\\\\\\-“
b, e " ” v ” - - ) - o
N APEPV R RN PR s =" L A
’y P ” ” - = - . L Y WA BN
',”",I =" . p o ¥ -.I- \‘\\“\\\‘ \
’/ . " - ¥ .. .- L Y \“ vit
rr s - - - . w Y
F J - i - LY \\ i
2 e o’ I - . \“\ RN \ R,
AP APy - . ” “a M NN
SPPLN l” s " PR - = U N
WO AP RPN N ‘ . \
l’,““"",."’ “ .--. ) “\“\“\“‘\\ NG
’ P PR [ s P | . \ y LT TS N
T R L .-~ . BREURL AL I N
s
APTEPY PR g n" - LI L B T
PE AR [ [ . Vy My
y” ’ v "y “a, Uhy MY
PR PR " DT TR TSI
. "‘ " o I - .“ L “\“‘\\\\:"\\
’ » x VY
s 'I'.l"' o I‘. . ..‘ .\“\\‘\\‘“\,:\'
v’ . Pl LY Y a bl THAY PR PN
’ , . . ‘ ‘ ‘ . ‘ ' “‘ ‘h\ \‘\ .“!.‘\\
o v L a LI A LT LTINS
] P LI L LY Y \y Wy
g . L A N, \“‘\‘ W
g oo’ . "= ey N Yy, Ny
’ " . - a "lay . "l\\"‘\\,“\\\
\
g " . " L m BN [ | w “I|| . bR ‘\\\‘\.“‘.
F L W, '\
gt g ”m L .‘I||‘ b FTRRLL T
- \
N U ' LB W '
gannnkm C I - iay LR T TR TN
\ Y
.l...- . ......-..--‘. | “l ."\.“‘\‘\\\‘h
ia Ty LT
g mnnN awgy Ty LTINS
- ““I L] l‘l\
(I - llll....l‘.. iy \‘- Ny
B \ W s
- E B R B EEEEDRN XEEITE "ll||‘ "h.:“\
Rhyg 0 1
L} Tungy,,
s s e EEEENENESNENEBRE®SN e Ry LT
Tilagy LH N Ty, LT TT W
| I Tinyy "
n S B EE S EENBERTB 'lllllllllllllllln “”"'“"'s
AL TTTT
My,
"E EE R A EEEREEEEEETDE B EEEERE TITIT Iy
llllllllllu"m'.
"E B BB EEERE D NN "N EEETDN (N LRI
R RRRRT T
E E E R R R EEEEREEEEEREETDN '
RN RR L RRRERR
"
EE R E R EF EBERE"FEEEEENEREEED .””"““mmm‘
|Jll||‘l
LI
"n " E RN TSN E E SN RN ™
] ]
TLLLY ‘
E E RN EEEEEEE" " EEEEEEEEEREDN “”|,.,qu
L
prit
" I B R N EE N NN E NN N EEEEEEEN RN L LA
I I
L ey
ISR N E I RN EE RN EEEEEEEEEEEEEENEENND gttt
I "Jf
AN BN EEE R E E E EEEEEEEEENENAER " v
py
', "y
CE NS N R E R i EEEE R EEEEEEEEEENEE Y
’ i/
S/
R R R E E R N EEEEEEEEEEEEEEON PLL
' "
]
| (! ’
SRR R R E s T T A EEEEEEEEENES SPTLL
’ .
i !
I 4 ‘I
R RN R TR RN EEEEEEEEEEEEEE U
’
" v’
 E S EE RN E I EEEEEEEEEEEES ,
'“r'/"'
" "  E E R E R R EEEEEES - 1
i
r)r
J o,
" E B I RN R R EEEEEEEEESES i
Pt
o
S i B TR I EEEEEEEEEENEE e
"t R s s s E T s s EEEEEEEE
" " B "R R E R s EEEEEEEEN
L N N T EEE R
e — -— =
" B E m EEEEN
‘B " E mEEEEEN
b R E R
I I TR R e——
-
R R E R
" %" " m nw e ww
, bl B - -
o moe m
-
R R EE e
| " -
bl T S R—
" " e R mun
[ ] - mam - om
!, TN e maam

vonneanne @dfinity.or


mailto:yvonneanne@dfinity.org

DFINITY

|
T

2 SAEAE——_N
nan

e
l.

N

» Not-for-profit organisation developing

the Internet Computer = [ BaE g
- Founded in 2016 P e A T
» Headquarter: Zurich, Switzerland
e Staff: +250

-_..,-:.y,,“:l:!,r_.‘(.l ) .'P!;,‘;Ul




 What is the Internet Computer?

e Closer Look: How does it evolve?

e Numbers and stats
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What is the vision of the Internet Computer?
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Platform to run any computation using
blockchain technology for
decentralisation and security
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Internet Computer Protocol (ICP)

Coordination of nodes in
data centers, jointly performing any
computation for

Internet Computer
Public cyberspace

|ICP creates the Internet Computer blockchains

Guarantees safety and liveness of smart
contract execution despite Byzantine
participants

IP / Internet
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Developer

Deploying and Using Canister Smart Contracts
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|ICP Tokens are used...

To facilitate participation in network governance.

To reward participants that participate in governance and operate
the node machines.

To produce the cycles, i.e., the fuel used to power computation.

besides ICP, the other native

token on the IC

i Eﬁﬁi%%



Canisters are pre-charged with “cycles” that fuel their computation.
Users don’t need to pay for transaction gas

This “reverse gas” model is the
opposite of Ethereum’s where end
users must pay for each transaction

O
. D
@ @O
@
)
.
w

) -
&



e

Architecture and Governance
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Nodes in Independent Data Centers
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Internet Computer Consensus

‘-------------------------------------------------------------------------.
g
4
A\
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Internet Computer Conscnsus

Assumption: n > 3

Jan Camenisch, Manu Drijvers, Timo Hanke,
Yvenne-Anne Pignolet, Vietor Shoup, Dominie Williams

NDFINITY Foundartion
May 13, 2021

Abstract

We present the Tnternet Computer Cangensns (TCC) family of protocals for atomic
broadcast (a.k.a., consensus), which underpin the Byzantine fault tolerant replicated
stotc machines of the Internet Computer. The ICC protocols are leader -based protocols
that assume partial synchrony, and that are fully integrated with a blockchain. The
leader changes probubilistically in every round. These protocols wre extremely siimple
and robusl: in auy round where the leader is corrupt (which ilsell happens with proba-
hility less than 1/3), each TCC protocal will affectivaly allow another party ro take over
as leader for that round, with very little fuss, to move the protocol forward to the next
round in a timely fashion. Unlike in many other protocols. there are no complicated
subprotocols (such as “view change” in PBFT) or unspecified subprotocols (such as
“pacemaker”™ n HotSuull}, Moreover, unlike in many olher protocols (such as PBFT
and HotStaff ). the task of reliahly disseminaring the hlacks to all parties is an inregral
parl Lhe pml..m:(ﬂ: nnd not lefl W some other anspecified subprotocol. An additiona]
property enjoved hy the TCC protocels (st like PRBFT and HotStuff, and unlike others,
such as Tendermint] is optimistic responsiveness, which means that when the leader is
honest, the protoeol will proveed at Lthe pace of Lhe actual petwork delay, rather Lhan
some upper bound on the network delay. We present three different protocols (along
wilth varions minor varialions on each). One of these protocals (TCCT) s designed 1o be
intagrated with a peer-to-peer gassip sub-layer, which reduces the bortleneck created at
the leader for dissemimating large blncks. a problem that all leader-based protocols. like
PBFT and HotStuff, must address, but typically do not. Ow Protocol ICC2 addressos
the same problem by substituting a low-commmunication reliable broadcast subprotocol
(which mmay be of iIndependent interest) for Lthe gossip sub-layer,

Guarantees
agreement even
under asynchrony

Guarantees
termination under
partial synchrony

1 Introduction

Byzantine fault tolerance (BFT) is the ability of a computing system to cndurc arbitrary
(i.e., Byzantineg) failures of some of its components while still funetioning properly as a
whole. One approach to achieving BFT is via siale machine replicaiion [Seh@Q): the logic
of the svstem is replicated across a number of machines, each of which maintains state,
and updatcs its state is by cxecuting a scqucnec of commands. In order to cnsurc that the
non-fanlty machines end up in the same state, they must each deterministically execute the
gare gequence of commands, This is achieved by using a protocol for aloriie broadeast.
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Chain Key Cryptography

Single 48-byte public key

for a secret-shared private key

https://internetcomputer.org/how-it-works/chain-key-technology
15

Non-interactive distributed key generation and
kecy resharing

Jeas Groth!?

jene®@dfinity.crg
DFINITY Foundation

Draft
NMarch 16, 2021

Abstract. We present a non-interactive publicly verifiable secret shar-
g scheme where a dealer can constzuct a Shamir secrel sharing of a Leld
element and eonfidentially yet verifinbly distrihute shares ta maltiple re-
ceivers, We also develop a nen-interactive publicly verifiable resharing
scheme where existing share holders of a Shamir secret sharing can cre
ate a new Shamir sceret zharing of the same seeret and distribute it w
a sel of receivers in a confidential, yet veriliable manner.

A public key may be associated wilh the secret being shared 1o the Jorm
of a group element raised to the seeret fielé element. We use anr verifi-
ahle aecret sharing seheme to eanatrict a non-interactive dizrribinted key
generation protocol that creates such a public key together with a secret
sharing of the discrete logarithm, We alse construct a non interactive
cistributec resharing protocol that prezserves the publie key but ereates
a [resh secret sharing of the secrel key and hands it W a sel of receivers,
which may or may not averlap with the original st of share holders.
Our protneaclz boitd om a naew pairing-hased COA-s2enre public-key en-
cryption scheme with forward secrecy. As a consequence our protoccls
can use static public keys for participants but still provide compromize
protection. The scheme uzes chunked encryption, which comes at a cozt.
but the cost is offset by a saving gained bv our ciphertexts being com-
prized only of scurce group elements and no target group elements, A
further efficioney aaving is obtained in anr protocals hy extending our
single-receiver encryption scheme to a multi-receiver encryption scheme,
where the ciphertext s up w a lactor D smaller than just having single
receiver riphertexts

The non-interactive kev management protocels are deploved on the In-
ternel Computer to laclitate the use of Lhreshold BLS signatuwes, The
protornls provide a simpla interfare to remotely ereare secret-shared key=
to a set of receivers, to refresh the secret sharing whenever there is a
change of key holders, and provide proactive security against mobile ad-
VEISuries.

1 Introduction

The Internet Computer hosts clusters of nodes running subnets (shards) that
host fnite state machines known as eanisters (advaneed smart contraets). The
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Chain Key Cryptography

Single 48-byte public key

for a secret-shared private key
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Non-interactive distributed key generation and

kecy resharing

Jeas Groth!?

jene®diinity.crg
DFINITY Foundation

Draf:
NMarch 16, 2021

Abstract. We present a non-interactive publicly verifiable secret shar-
g scheme where a dealer can construct a Shamir secrel sharing of a feld
element and eonfidentially yet verifinbly distrihute shares ta maltiple re-
ceivers, We also develop a nen-interactive publicly verifiable resharing
scheme where existing share holders of a Shamir secret sharing can cre
ate a new Shamir sceret zharing of the same seeret and distribute it w
a sel of receivers in a confidential, yet veriliable manner.

A public key may be associated wilh the secret being shared 1o the Jorm
of a group element raised to the seeret fielé element. We use anr verifi-
ahle aecret sharing seheme to eanatrict a non-interactive dizrribinted key
generation protocol that creates such a public key together with a secret
sharing of the discrete logarithm, We alse construct a non interactive
cistributec resharing protocol that prezserves the publie key but ereates
a [resh secret sharing of the secrel key and hands it W a sel of receivers,
which may or may not averlap with the original st of share holders.
Our protneaclz boitd om a naew pairing-hased COA-s2enre public-key en-
cryption scheme with forward secrecy. As a consequence our protoccls
can use static public keys for participants but still provide compromize
protection. The scheme uzes chunked encryption, which comes at a cost.
but the cost is offset by a saving gained bv our ciphertexts being com-
prized only of scurce group elements and no target group elements, A
further efficioney saving is obtained in anr protocals hy extending our
single-receiver encryption scheme to a multi-receiver encryption scheme,
where the ciphertext s up w a lactor D smaller than just having single
receiver riphertexts

The non-interactive kev management protocels are deploved on the In-
ternel Computer to laclitate the use of Lhreshold BLS signatuwes, The
protornls provide a simpla interfare to remotely ereare secret-shared key=
to a set of receivers, to refresh the secret sharing whenever there is a
change of key holders, and provide proactive security against mobile ad-
VEISuries.

1 Introduction

The Internet Computer hosts clusters of nodes running subnets (shards) that
host fnite state machines known as eanisters (advaneed smart contraets). The
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Subnets for Scalability

» Each canister Is assigned to one subnet
- Each subnet is a replicated state machine
» A canister can call canisters on other subnets

» Subnets make the Internet Computer scalable!

17



Governance: Network Nervous System

One subnet is special: it host the Network
Nervous System (NNS) canisters which
govern the IC

|ICP token holders vote on

e Creation of new subnets

* Upgrades to new protocol version
* Replacement of nodes

https://internetcomputer.org/nns
18
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Decentralised Upgrade Challenges

How to

e Select version to upgrade to?

* Ensure all nodes in a subnet know about new version?
* And switch to the new version at the same time?
 And minimise time without processing messages”

* And minimise compatibility risks?

24




@ https://nns.ic0.app/proposals/

Vote on Proposals
o0 P

NETWORK NERVOUS SYSTEM

Y lopics (6/13) Y Reward Status (4/4) Y Proposal Status (2/5]

(d My Tokens
112617 112386 111932

-

@ My Neuron Staking Type Add or Remove Node Provider Type NNS Canister Upgrade Type Bless Replica Version

Topic Participant Management Topic System Canister Management Topic Replica Version Management
&, Vote on Proposals Proposer 62985...00523 Proposer 59 Proposer 46

4 1 > 44

4 Launch Pad

(@ My Canisters

$1'382'072’000 1M901 111724 1717
Type NNS Canister Upgrade Type Bless Replica Version Type NNS Canister Upgrade

Topic System Canister Management Topic Replica Version Management Topic System Canister Management

Proposer 70 Proposer 40 Proposer 73

4 4 > 44




NNS Canister Upgrade

Type

Topic

Status

Reward Status
Created
Decided
Executed

Proposer

Proposal Summary

NNS Canister Upgrade
System Canister Management
Executed

Ready to Settle

Mar 13, 2023 11:19 AM

Mar 13, 2023 11:29 AM

Mar 13, 2023 11:29 AM

59

Upgrade Nns Canister: goctq-giaaa-aaaaa-aaaea-cal to wasm with hash:
87743bc2e1ed4c1739bd2073fcb54674ed2db2fe1022e3e7a945tb803btfaf72f

Upgrade frontend NNS Dapp canister to commit
0733e33fc64001e8904497a388c40516e57c1304

Wasm sha256 hash: 87743bc2eleddcl1739bd2073fcb54674ed2db2fel022e3e7a945fb803bfaf72f

(https://github.com/dfinity/nns-dapp/pull/2076/checks)

Change Log:

e Do not allow increasing stake for CF SNS neurons.
e |Improve validations in address inputs.

Voting Results




Decentralised Upgrade Challenges

e Select version to upgrade to?
NNS-based community voting

e Ensure all nodes in a subnet know about new version?
Store version in NNS canister, nodes poll this canister

 And switch to the new version at the same time”
consensus on next version to use and at which height to switch

 And maximise time processing messages”?

state snapshot on previous version,

read-only until finalization of state from last block with old version
A/B partition reboot, persist state

* And minimise compatibility risks?
simplicity > performance, extensive automated testing

27



The Internet Computer Today




Live Since May 2021!

Active Nodes
Boundary Nodes

== Upcoming Nodes
== |Upcoming Boundary Nodes

== Leaflet | © OpenStreetMap contributors, © CARTCO

Total Canister State Total Supply 495958980 ICP
Node Providers 76 Circulating Supply 291'335'534 ICP
Subnets 36 |CP Transactions 5'690'496
Boundary Nodes 17 Burn ICP Txns 100°004 ICP
Total Nodes 1'235 Burn Fees 506 ICP
Nodes in Subnets 549 NNS Proposals 110°377

Internet Identity 2'151'186 Community Fund 20'527°'909 ICP
ANCNOrs Neurons Stake

L

https://dashboard.internetcomputer.or O
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Avg # TX/s

Avg finality

Wh / TX

1GB storage

Comparison with other Blockchain Systems
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Ethereum

14.4

. »
» ' »
(X 1 L
o.‘ . »
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» .
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Cardano

2.95

17-113k$

Solana

381

Q

Avalanche

49.52

A

Algorand

15.5

2.1

off-chain
storage

Internet Computer

5000



https://newsbtc.com/all/assessing-the-top-performing-layer-1-blockchain-protocols/
https://wiki.internetcomputer.org/wiki/L1_comparison
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Meet Dank's First Products for finance on the
Internet Computer.

Our first service is the Cycles Token (XTC). Next we will explore other cycles & financial services on
the Internet Computer that will be added to the collection.

BLlog on web3

papy.rs
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® Texas Hold'em
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https://internetcomputer.org/showcase

Key lake Aways

The Internet Computer can
 Run canister smart contracts

e Serve requests at web speed

e Upgrade itself based on community votes

Thanks to
- fundamentally reconsidering blockchain technology

- high scalability due to subnet architecture and canister communica

- advanced cryptography, secure and efficient protocols
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